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FTP on a PC

FTP has fast transfer rates and can be used on both the home network (LAN) and remotely from
outside your home (WAN). However, the files have to be transferred to the computer first, before you
can open and view them. Also, you will have to know the IP address of your network drive and for
remote access, port forwarding on the network router is required.

To find out the IP address of your network drive, login via web interface and then go to

Preferences > Server Info. The Local IP Address can be used on your home network
and the IP address seen under UPnP Port Forwarding can be used for remote
access.

( When using FTP, we recommend installing a dedicated FTP client. This is not only more
3 convenient but also makes it easier to manage your accounts and files.

If you would like to connect remotely via FTP, set a port range for passive FTP and set
up port forwarding on your network router first. Redirect the incoming FTP traffic on
port 21 to the IP address of your network drive and do the same for the passive port
@ range. Otherwise, you can only use FTP when both your computer and the network
drive are connected to the same local network. For more information about port
forwarding and how to setup your network router, please see the guides at
http://portforward.com or refer to the documentation of your network router.

Setup FTP Service

1. Login to your network drive as administrator.
2. Go to Preferences > FTP.
3. Make sure the FTP service is up and running.
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Enable FTP Service (Service is running)

Protocol [T enforee sSL
Anonymous || naple Anonymous

(| writable
Port |91 l[1-65524]
passive Port Range O™ 0 |10.1025-65534]
To |p |0, 1025-65524]

Public Folder ["| anonymous Only

When the S5L encryption is enabled, set your FTP client to "Require explicit FTP over TLS". If your
FTP client has an option to setthe charset thatis used to encode the file names, setitto UTF-3.

( Apply ) [i Refresh )

4. If you plan on connecting remotely from outside your home network, it's best to enable the
option Enforce SSL and to assist port forwarding, it's necessary to set a passive port range
of about 50-100 ports.

A

Enable FTP Service (Senvice is running)

Protocol [7] enforce SSL
Anonymous | Enaple Anonymous

[l writable
Port |91 l[1-65534]
50100
et g T | li0,1025-65524)
To 50200 l[0,1025-65524]

Public Folder [T snonymous Only

When the S5L encryption is enabled, set your FTP client to "Reqguire explicit FTP over TLS". If your
FTP client has an option to set the charset thatis used to encode the file names, setit o UTF-5.

( Apply ) ( Refresh )

File Explorer
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You can use the file explorer to open an FTP folder but in general, we recommend using a 3rd party
FTP client.

1. On your computer, open the file explorer.
( ESEEERTXE)

{ - w (M ) Computer » v [+ Search Computer P|
(| 4]

System properties Uninstall or change a program

Organize = Map network drive  » =+ [l @

4 Hard Disk Drives (3)

[* 3 Favorites

Local sk () DATA ()
dolen ﬂi 26.1 GB free of 119 GB g W—
vl i SCRATCH (E:)
=’ me of 465 GB :

| I+ /8 Computer . .
; 4 Devices with Removable Storage (2)

- €l Network S & 4 _
— Floppy Disk Drive (A:) $ DVD RW Drive (F:)
= =

§ ! |  PC-WINT Werkgroup: WORKGROUP Memory: 6,00 GB

Processor: Intel(R) Core(TM) i7 CP...

L9

2. In the address field, enter ftp:// followed by the IP address of your network drive and click
Enter on your keyboard or click on the Go to arrow in the file explorer.
f = | B s |

Search Computer 0 |

€ 1OL CEYTEE ) -(2)

Uninstall or change a program Map network drive > ;,':: - m @

Organize * System properties

W Favorites 4 Hard Disk Drives (3)

Local Disk (C:) DATA ()
—| Libraries w | T eee—— |
wd

148 GB free of 119 GB C:.I/ 205 GB free of 931 GB
,.G Homegroup SCRATCH (E:)

C__‘i;’ —— |
= 329 B free of 465 GB

1M Computer i ]
4 Devices with Removable Storage (2)

‘?ﬂ Metwork o
- Floppy Disk Drive (A2 $ DVD RW Drive (Fi)
= =

" ! |  PC-WIN7 Workgroup: WORKGROUP Memory: 6.00 GB

Procezzon Intel(R) Core(TM) i7 CP...

3. When prompted for the login credentials, enter the username and password of your user
account on the network drive and click Log On. As an example, the administrator would enter

admin for both username and password.
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IFk_i:rg On As I&w

£ Either the server does not allow anonymous logins or the e-mail address was not
3 accepted,

FTP server: 192.168.33.30

Lser name: admin -

Password: sEsEBEBEES

After you log on, you can add this server to your Favorites and return to it easily,

‘,i\l‘ FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use WebDAY instead.

[ Log on anonymously [ save password

[ Log On ]I Cancel

L &

4. You can now manage your files on the network drive.

o[ e
@Uﬂ £ ) Thelnternet » 1921683330 » v | 43 | [ Search 192.168.33.30 ol
Organize * &= (7]
- Favorites admin . downloads
i File folder i File folder
- Libraries
Public

& Homegroup £, Filefolder

M Computer
*-‘i'( Metwork

“ 3 items

-

If you prefer, you can also add the username and password to the URL, in order to
reduce the steps it takes to login and remove the additional password prompt. The
correct syntax for the URL is ftp://username:password@192.168.33.30.

FTP Client

A FTP client makes it easier to manage multiple accounts and it is also more convenient to transfer
the files. In addition, the FTP client provides functions like pause, resume, error logs, backup and
more. If you already have a FTP client, simply use your preferred program. If you are still looking for a
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client, you could try FileZilla or Core FTP just to name two.

Home Network (LAN)

In this environment, both the network drive and the computer where the FTP client is installed are

connected to the same local network.

1. Start up your FTP client. In this example, we are using FileZilla.

[ Filezilla
File Edit Wiew Transfer Server Bookmarks Help
A-ITOEP 2 v R & @ EXF 0
| Host: Username: Password: Port: E]
-
Local site: | [\ + | Remote site:
o A
[y E (SCRATCH) 3
B B 4
Filename Filesize Filetype Last modified Filename = Filesize Filetype Last modified Py
o5 A Floppy Disk Dri...
Ec Local Disk
= D: (DATA) Local Disk Mot connected to any server
ca E: (SCRATCH) Local Disk
] a
L_ﬁqF: CD Drive Pl = »
5 directories Mot connected.
Server/Local file Direction Remote file Size Priority  Status
| Queued files | Faied transfers | Successful transfers
BEH (ueue: empty e

2. Open the Site Manager.
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' ™
[A Fileziliz =B ]
File Edit View Transfer Server Bookmarks Help
(1 OFR 2 v Bk ERXF N
| Host: i Username: . i Password: Port: B
Local site: | 1 ~ | Remote site:
BE ] Compute| -
L:H A
ﬁ 3 (W
[ D: (DATA) .
[ E: (SCRATCH) 7
L—.{; F:
Filename = Filesize Filetype Last modified Filename Filesize Filetype Last modified Py
A Floppy Disk Dri...
&c Local Disk
L_“D: (DATA) Local Disk Mot connected to any server
caE: (SCRATCH) Local Disk
BF €D Drive 7 = .
5 directories Not connected.
Server/Local file Direction Remote file Size Priority  Status
| Queved files | Faled transfers | Successful transfers |
BH Queue: empty ae
A

Click New Site and create a new account for your network drive.

3.
[ T B
Site Manager ﬁ
Select Entry:
General |nd'u'an::ed | Transfer Settings | Charset|
L4 o : :
: MyAkitio Hask: Part:
i Fratacol, TP -File Transfer Protocl
______ MyCloud Pro rotocol; - File Transfer Protocol

Encryption:  |Use plain FTP

Logon Type:! | Anonymaous

User:
Password;
Accounk:
Comments:
-~
[ nmewsite )| NewFolder
| Mew Bookmark Rename
Delete Copy
Connect [ K, ] [ Cancel ]

4. For the host, enter the IP address of your network drive (e.g. 192.168.33.30). Use the local IP

address as seen under Preferences > Server Info but without the port number.
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-

Site Manager
SE|ECtMEﬂ;:e: General |.ﬁ.d'uar1::ed | Transfer Settings | Charset|
§ My Sites
I ----- 4 myakitio Host: (192.168.33.30 ) Port:
ﬁ ::E:EE: E: Protocol: [I—‘I‘FI - File Transfer Protocol v]
Encryption: [Use plain FTP v]
Logon Type: [Nurmal v]
ser: admin
Passwljrd: SRR RBREEEREE
Account:
Comments:
F
[ Mew Site ] [ Mew Falder ]
[ Mew Bookmark ] [ Rename ]
[ Delete ] [ Copy ]
[ Connect ] l Ok, ] [ Cancel ]

L%
5. For the protocol, select FTP - File Transfer Protocol.

Site Manager
5E|ECtMEﬂ;:el General |Ad'uam:ed | Transfer Settings | Charset|
J My Sites
----- W myakitio Host: 192.168.33.30 Port:
ﬁ ::E:zﬁj Eru; Protocol: [l—‘I'P - File Transfer Protocol v]
Encryption: [Use plain FTP v]
Logon Type: [Nurmal v]
User: adrmin
Password: [TTTIITIITT]
Account:
Comments:
-
[ New Site ] [ MNew Folder ]
[ MNew Bookmark ] [ Rename ]
[ Delete ] [ Copy ]
[ Connect ] I Ok ] [ Cancel ]

’

6. For the encryption, select Use plain FTP.

Require explicit FTP over TLS instead.

If the FTP server is set to use SSL encryption, select
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r© N
Site Manager ﬁ
it e General |.ﬁ.d'uar1::ed | Transfer Settings | Charset|
L4 My Sites
..... W MyAkitio Host: 192.168.33.30 Port:
5 ::E:zﬁj E:: Protocol; [I-—I'FI - File Transfer Protocol "]
Encryption: [USE plain FTP v]
Logon Type: [Nurmal v]
User: adrmnin
Password: TITTT YT Y Y]
Account:
Comments:
F
[ Mew Site ] [ Mew Folder ]
[ Mew Bookmark ] [ Rename ]
[ Delete ] [ Copy ]
[_ Connect ] l Ok ] [ Cancel ]
=

L%

7. For the logon type, select Normal and then enter the username and password of your user
account on the network drive. As an example, the administrator would enter admin for both
username and password.

N
Site Manager M
Select Entry:
General |Ad'u'ar|::ed | Transfer Settings | Charset|
Ly hjy Sites
- 4l MyAkitio Host: 192.168.33.30 Port:
i [l MyCloud Duo :
il MyCloud Pro Protocol: [FI'F‘ - File Transfer Protocol v]
Encryption: [USE plain FTP v]
Logon Type: | Mormal -
ser: admin
PESSI.I';'I]Fd: (I LI d] )]
Account:
Comments:
L
[ Mew Site ] [ Mew Folder ]
[ Mew Bookmark ] [ Rename ]
[ Delete ] [ Copy ]
[_ Connect ] I K. ] [ Cancel ]
-~ A

8. Under normal circumstances, these are all the settings you have to configure and the rest can
be left at default. However, if you have changed the port number for the FTP server and it's not
using the default port 21, remember to enter the correct port number in the FTP client at this
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point.
9. Double check all your settings and then click Connect. If you are using SSL encryption, you will
be prompted to accept the certificate at this point.

-
Site Manager u
S il s General |Ad'u'ar|::ed | Transfer Settings | Charset|
L4 My Sites
..... MyAkitio Host: 192,168,33.30 Port:
::E:zﬁj E:: Protocol; [FI'P - File Transfer Protocol ']
Encryption: [Use plain FTP v]
Logon Type: [Norma] v]
User: admin .
Passwaord: .lllllllllll
Account:
Comments:
L
[ Mew Site ] [ Mew Folder ]
[ Mew Bookmark ] [ Rename ]
[ Delete ] [ Copy ]
' Connect ’ [ QK ] [ Cancel ]
N A

10. You can now manage your files on the network drive.

ﬂ MyCloud Pro - admin@192.168.33.30 - FileZilla
File Edit View Transfer Server Bookmarks Help

[ A-IOEF 2 v P& EE RN

| Host:

Username: Password:

Port:

(Sagamea ][]

Response:
Command:
Response:
Command:
Response:
Response:
Status:

200 Switching to Binary mode.

PASY

227 Entering Passive Mode (192,168, 33,30,80,107).
LIST

150 Here comes the directory listing.

226 Directory send OK. |
Directory listing successful

Local site: | [\ -

Remote site: | ! -
-y Computer -

- !

== E (SCRATCH) 7
éj F:

Filename Filesize Filetype Last modified Filename Filesize Last modified Pi

Filetype

A

a C

=a D (DATA)
caE: (SCRATCH)
& F

Floppy Disk Dri...
Local Disk

Local Disk

Local Disk

CD Drive

. admin
. downloads
. Public

File folder
File folder
File folder

| i

1/3/2013 6:16:0...
1/4/2013 10:36:...
1/3/2013 10:32:...

di
di
di

»

5 directories

3 directories

Server/Local file

Direction Remote file

Size Priority  Status

I Queued files | Faied transfers

| Successful transfers |

£ B Queue: empty
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ﬂ If there is an option to set the charset that is used to encode the file names, set it to
UTF-8.
Remote Connection (WAN)

In this environment, the computer where the FTP client is installed is not on the same network as the
network drive. The connection is established over the internet from outside your home.

Network Router

1. Write down the port number and the passive port range from your network drive.

TP P[r=F
[«

[¥| Enable FTP Senice (Senvice is running)

Protocol [7] enforee 551

Anonymous [ naple Anonymous

Writable
Port |71 |[1-65534]
F 50100 |[10,1025-65534]
Passive Port Range b |
To 50200 |[0,1025-65534]
Public Folder ] anonymous only

When the S5L encryption is enabled, set your FTP client to "Require explicit FTP over TLS". If your
FTP client has an option to setthe charsetthatis used to encode the file names, setitto UTF-8.

( Apply V) ( Refresh )

A

2. Login to your network router. This is the device that connects your home network to the
internet. In some cases, this device has been provided by your ISP and in some cases it will be
your own device, most likely a wireless access point that provides both the wired and the
wireless network connection at your home.

3. Find a setting called Port Forwarding. This function might be named differently on your
particular router (e.g. Virtual Server), so it's best to first consult the user manual. You can also
find some guides at http://portforward.com if the documentation doesn't include any samples.

4. Setup port forwarding for TCP port 21 or whatever number you have set for the FTP port and
redirect it to the IP address of your network drive. In most cases, the router will have a pre-set
value for FTP traffic, so you can simply select FTP from a drop-down list.

5. Setup port forwarding for the passive port range. In this example, you would redirect the traffic
from TCP ports 50100-50200 to the local IP of your network drive at the same range
50100-50200.
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FTP Client

1. Start up your FTP client. In this example, we are using FileZilla.

'
[ Filezilla
File Edit View Transfer Server Bookmarks Help
| 4-IEEEF & v+ B &g SN N
| Host: i Username: . i Password: Port: B
Local site: | 1 Remote site: -
=
Ao A
C
1w D: (DATA)
5 E: (SCRATCH)
é—; F:
Filename = Filesize Filetype Last modified Filename Filesize Filetype Last modified Py
A Floppy Disk Dri...
&c Local Disk
\_vD: (DATA) Local Disk Mot connected to any server
ca B (SCRATCH) Local Disk
BF €D Drive 7 = .
5 directories Mot connected.
Server/Local file Direction Remote file Size Priority  Status
_| Queued files | Faied transfers l Successful transfers j
BH Queue: empty ae

2. Open the Site Manager.
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[ESIER=C)

[ Filezilla
File Edit View Transfer Server Bookmarks Help
(1) P 2 v Bae AP n
| Host: i Username: . i Password: Port: B
Local site: | 1 ~ | Remote site:
BE ] Compute| -
L—H A
& 3 (W
[ D: (DATA) .
[ E: (SCRATCH) 7
,:g F:
Filename = Filesize Filetype Last modified Filename Filesize Filetype Last modified Py
A Floppy Disk Dri...
&c Local Disk
L_“D: (DATA) Local Disk Mot connected to any server
caE: (SCRATCH) Local Disk
BF €D Drive 7 = .
5 directories Not connected.
Server/Local file Direction Remote file Size Priority  Status
| Queved files | Faled transfers | Successful transfers |
BH Queue: empty ae

3. Click New Site and create a new account for your network drive.

-
Site Manager

=

Select Entry:
L
i MyAkitio
MyCloud Duo
e MyCloud Pro

General |.ﬁ.d'u'an::ed | Transfer Settings | Charset|

Husk:
Protocal;

Encryplion:

| Use plain FTP

FTP - File Transfer Protocol

Pork:

Logon Type:! | Anonymaous

User:
Password;
Accounk:
Comments:
-~
[ Mew Site ][ Mew Folder
Mew Bookmark Rename
Delete Copy
Connect [ K, ] [ Cancel ]

L

4. For the host, enter the external IP address of your home network (e.g. 121.88.23.334). Go to

Preferences > Server Info and copy the IP address seen under UPnP Port Forwarding but

without the port number.
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P

----- 4 MyCloud Mini
- MyCloud Pro

Site Manager
Select Entry:
General |.ﬁ.d'uar1::ed | Transfer Settings | Charset|
L4 My Sites
- Myakitio Host: [121.88.23.334 ] Port:
“ W MyCloud Duo
i ‘I;E : Protocol: [I-—I'FI - File Transfer Protocol v]

Encryption: [R.equire explicit FTP over TLS

Logon Type: [Nurmal

Iser: admin

Passwljrd: FERREREEREE

Account:

Comments:
[ Mew Site ] [ Mew Falder ] il
[ Mew Bookmark ] [ Rename ]
[ Dekte || Dupicate |

[ Connect ] l QK ] [ Cancel ]

L%
5. For the protocol, select FTP - File Transfer Protocol.

fe W MyCloud Mini
MyCloud Pro

Site Manager
Select Entry:
General |Ad'uam:ed | Transfer Settings | Charset|
Ly I"-_"!y Sites
o ,'Ji Myakitio Host: 171.88.23.334 Port:
tr l MyCloud Duo
: ‘lJi s Protocol: [FI'P - File Transfer Protocol v]

Encryption: [R.equire explidt FTP owver TLS

Logon Type: [Nurmal

Iser: admin

Password: TITIIITIIT]

Account:

Comments:
[ Mew Site H Mew Folder ] '
[ Mew Bookmark ] [ Rename ]
|  Delete || Duplicate |

[ Connect ] I oK ] [ Cancel ]

o

6. For the encryption, select Use plain FTP.

Require explicit FTP over TLS instead.

If the FTP server is set to use SSL encryption, select
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- B
Site Manager M
Select Entry:
Y General |.ﬁ.d'uar1::ed | Transfer Settings | Charset|
L4 My Sites
..... W MyAkitio Host: 121.88.23.334 Port:
----- 4 MyCloud Duo ; :
- i MyCloud Mini Protocol; [I-—I'FI - File Transfer Protocol v]
""" MyCloud Pro Encryption: [R.equire explicit FTP over TLS ']
Logon Type: [Nurmal v]
User: admin
Password: SEERNBRERES
Account:
Comments:
e
[ Mew Site ] [ Mew Folder ]
[ Mew Bookmark ] [ Rename ]
| Delete || Duplicate |
[ Connect ] l Ok ] [ Cancel ]
¥

L%

7. For the logon type, select Normal and then enter the username and password of your user
account on the network drive. As an example, the administrator would enter admin for both
username and password.

-
Site Manager M
Select Entry: -
General |Ad'u'ar|::ed | Transfer Settings | Charset|
Ly hjy Sites
- W MyAkitio Host: 121.88.23.334 Port:
-~ W MyCloud Duo . .
o ﬁ MyCloud Mini Protocol; [FI'P File Transfer Protocol v]
""" MyCloud Pro Encryption: [R.equire explicit FTP over TLS v]
Logon Type: | Mormal -
Lser; admin
PESSINI]rd: FREREREREEEE
Account:
Comments:
L
[ Mew Site ] [ Mew Folder ]
[ Mew Bookmark ] [ Rename ]
[ Delete || Duplicate |
[ Connect ] I K. ] [ Cancel ]
- =

8. Under normal circumstances, these are all the settings you have to configure and the rest can
be left at default. However, if you have changed the port number for the FTP server and it's not
using the default port 21, remember to enter the correct port number in the FTP client at this
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point.
9. Double check all your settings and then click Connect. If you are using SSL encryption, you will
be prompted to accept the certificate at this point.

.
Site Manager &J
Select Entry: I
General |Advanr_ed I Transfer Settings | Charset|
4 My Sites
..... 4 Myakitio Host: 121.88.23.334 Port:
i [l MyCloud Duo
Fra - : LE
_____ I MyCloud Mini Protocol; lFI'F-‘ File Transfer Protocol YJ
b MyCloud Pro Encryption: lF'.equire explicit FTP over TLS vJ
Logon Type: lNormaI v]
User: admin
PESS'NDFEI: FRERBREEREG
Account:
Comments:
[ Mew Site l [ Mew Folder |
[ Mew Bookmark I I Rename I
|  Delete || Duplicate |
[ Connect l | QK | | Cancel l
o

10. You can now manage your files on the network drive.
Troubleshooting

e Some internet service providers block traffic on port 21. If that's the case, please change the
port number to something above port 1024.

* |f you already have a FTP server on the home network, make sure to use a different port for the
FTP server on the network drive.

e When testing the remote FTP connection, your computer cannot be connected to the home
network.

e To troubleshoot port forwarding, you can use the command console with a telnet command like
“telnet 121.22.23.334 21". If the connection can be established successfully, you should get a
greeting from the FTP server (e.g. 220 <vsFTP 2.2.0>).

e To check if the problem is related to the settings on the network router, you can temporarily
add the IP address of your network drive to the DMZ zone. This should theoretically forward all
traffic to your network drive and skip the firewall.

e Most homes have a dynamic external IP address. This means that when you reboot the network
router, it's likely that you will be assigned a new IP address. Make sure that you are using the
correct IP in your FTP client.
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